

Pennsylvania Insurance Department	 Bureau of Financial Examinations
Pre-Examination Planning Survey

Please provide the examination billing information as follows:
Billing contact name and title:  	
Billing address:  	
Billing telephone number:  	
Billing e-mail address:  	
Please provide the following information for the Audit Committee Chairman.  If your company is not required to have a separate Audit Committee, please provide the contact information for the Chairman of the Board.
Name and title:  	
Mailing address:  	
Telephone number:  	
E-mail address:  	
For each section below, provide the requested documentation and the name, title, telephone number and e-mail address of the individual who will be most able to discuss and clarify the information presented.
[bookmark: _Hlk521584113]If information on this questionnaire has already been provided to the Department’s Financial Analysis Division, or other operational area, your response should so state, and reference when and how the information was provided. 
If a particular section does not apply to your company, give a brief explanation why it does not apply.  All responses should be in the form of a separate summary memorandum headed with the corresponding section label.  
Where possible, electronic responses are preferred.
A.	OWNERSHIP AND MANAGEMENT INFLUENCES
A1.	Corporate Planning/ERM
a) Provide a copy of the company’s long-term strategic plan, indicating how often the plan is reviewed and updated.
b) Describe the sources and types of information and resources that management uses to stay abreast of changes in the competitive, technological and regulatory environment.
c) Describe the scope of the established compliance and ethics program and how it integrates with your overall business strategy.
d) How is the strategic plan impacted by the company’s risk management practices? 
e) How are risks accumulated and addressed? 
f) Have any risks been identified related to the impact of climate change risk and, if so, what are they and how are these risks incorporated into the company’s overall business strategy?  
g) Provide an overview of the Company’s Enterprise Risk Management program.
h) If applicable, provide a copy of the presentation made to your rating agency (i.e. AM Best).

A2.	Use of Specialists
List any key consultants (e.g., actuarial specialist, investment manager, etc.) whose services were used during the examination period, and note your parameters for deciding which consultants are considered key.  
Note:  For the purposes of this section, all actuarial services are considered key.  State the specialist’s relationship, if any, to the company, the applicable reporting structure (i.e., to whom the specialists’ reports are provided, to whom the specialist(s) have access, etc.) and describe the nature of the services provided by each consultant.
A3.	Culture
a) Provide the company’s formal mission statement, noting the elements regarding compliance, ethics and values; describe how this is communicated to its employees.
b) Describe how the Board and management set the “tone at the top” and communicate compliance, ethics, values, mission and vision.
c) Describe how the company determines that employees and other stakeholders understand the organization is serious about its compliance and ethics responsibility.
A4.	Other
Provide evidence that the Board or Audit Committee receives the report of the appointed actuary.  Explain whether the reporting is done directly and in person by the appointed actuary to the Board and/or Audit Committee.


B.	ORGANIZATION AND PERSONNEL PRACTICES
B1.	Organization Structure
a) If the company is a member of a holding company structure, describe whether the company is organized on a legal entity basis, or whether functional business units cover multiple legal entities.
b) Provide the name and trading symbol of the parent holding company if your company belongs to a group that files with the Securities and Exchange Commission.
c) Provide the latest corporate structure chart by legal/business unit, if the corporate structure has changed since the last annual statement filing.  If possible, please provide in a format that can be easily copy & pasted into a Word document.    
d) Provide a complete personnel organizational chart for your company showing, at least, all executive and senior divisional staff.  Include the names, titles, phone numbers and e-mail addresses of senior divisional management personnel.
e) In addition, provide specific detailed organizational charts for the company’s various functional divisions, show all subdivisions (e.g., for the company’s Information Systems Division, show operations, programming, support services, etc.).
f) List critical management and operating committees and their members.
g) Describe how the charts reflect the areas of responsibility and lines of reporting and communication within the company, and whether there are formal position descriptions for administrative and financial personnel. 
B2.	Management
Describe how long key management has been with the company in their current position, and what specific industry experience they have.  Indicate whether there has been any significant turnover in management and document the reasons for the turnover.
B3.	Personnel (Whether directly employed or provided through an affiliate)
a) Provide copies of the company’s documented personnel management policies, specifically including the company’s hiring, evaluation and termination policies, and how they are communicated to employees.
b) Indicate whether the recruitment and selection process for new employees in the administrative and financial areas require investigation of background and references.
c) Indicate whether employees who handle cash, securities and other valuable assets are bonded, and if so list all bonded employees and the amount of coverage and deductible for each employee.
d) Indicate the names, job titles and relationships of any related persons employed within the company, and specifically indicate if any internal auditors are related to other employees.
e) Indicate whether rotation of duties is enforced by mandatory vacations.
f) Indicate whether job performance is periodically evaluated and reviewed with each employee.
g) Describe any formal training programs for administrative and financial personnel.
B4.	Conflict of Interest Policy
a) Provide a copy of the company’s formal conflict of interest policy and indicate whether it requires periodic declarations by officers, directors and key employees.
b) Also, describe the system used to monitor compliance with the conflict of interest policy and include the name of the person or unit responsible for oversight of the compliance/ethics function.
B5.	Third Party Administrators/Managing General Agents
a) Provide a listing of any third-party administrators or managing general agents used by the company since the last examination date and indicate for each whether internal audits are performed by the company, whether detail records are reconciled and if so how often.  Indicate whether SOC 1 Type II reports are available.
b) Document, in detail, significant specific arrangements with agents, managing general agents (MGAs) or others.  Include the date each MGA appointment was made with the Insurance Department.

C.	INTERNAL AUDIT ACTIVITIES
C1.	Internal Audit Function
a) Describe the company’s internal audit function, indicating the size and organization of the staff.  Provide the name, phone number and e-mail address of the internal audit director.
b) Describe the normal duties of the company’s internal audit function including the extent of financial audits and operational audits.
c) Describe the extent to which the internal audit department is utilized throughout the organization.
C2.	Audit Scope
a) Indicate whether the scope of internal audit activities is planned, in advance, with senior management, the Audit Committee and the Board of Directors.  If activities are planned with senior management, describe how the internal audit function remains independent.
b) Indicate whether internal auditors prepare and follow written audit programs that:
· Provide objective, independent reviews and evaluations of insurer activities, internal controls, and management information systems (MIS).
· Help maintain or improve the effectiveness of insurer risk management processes, controls and corporate governance.
· Provide reasonable assurance about the accuracy and timeliness with which transactions are recorded and the accuracy and completeness of financial regulatory reports.
c) Indicate how scope restrictions are set.
C3.	Internal Audit Reports
a) Describe the line of reporting authority for internal auditors and whether they have direct access to senior management and appropriate executives, the Audit Committee and the Board of Directors.
b) Indicate how responses to internal audit recommendations are documented and how implementation of internal audit recommendations is monitored.
C4.	Staff Qualifications
a) Describe the prior experience of staff members and the credentials (CPA, CIA, CFA, CISA, etc.) of staff members.
b) Describe any company established continuing education requirements for internal auditors and any company sponsored training programs for internal auditors.
c) Are any internal auditors or members of their families related to other employees? If so, explain.
C5.	Software Applications
List any software applications being used by Internal Audit for creation and maintenance of audit programs and work papers.

D.	EXTERNAL AUDIT INFORMATION
D1.	External Certified Public Accountant
a) Provide the name of the Certified Public Accounting (CPA) firm(s) that performed the company’s annual audits for each of the years since the previous statutory financial examination, including the name(s) of the partner in charge of the audit during each year, and the name, phone number and e-mail address of the partner in charge of the most recent audit.  Indicate the total number of years that your current CPA has been on the engagement.  
b) Provide a copy of the engagement letter for the most recent audit year.
D2.	Type of Audit Performed
Indicate whether the company was audited individually or whether it was included in a consolidated audit.  If it was a consolidated audit, describe any scope limitations on the work performed for the company.
D3.	GAAP/STAT
a) For the most recently completed audit year, indicate whether the audit of the company was performed on a GAAP or STAT basis.  
b) If the company was audited on a GAAP basis for the most recently completed audit year, provide the STAT/GAAP reconciliation of earnings and retained earnings for the company.
D4.	Audit Approach
Provide a description of the audit approach used by the CPA firm in its most recently completed audit year.
D5.	Proposed Adjustments
Indicate whether there were any proposed adjusting or reclassifying journal entries for the most recently completed audit year for any company, and if there were such entries, provide copies of the proposed entries and an explanation of each.  If there were none, so indicate.
D6.	Issues or Concerns
Indicate whether there were any significant audit issues or concerns for the company for the most recently completed audit year, and if there were such issues, provide full details with an explanation for each such issue or concern.  If applicable, provide a copy of the Report on Internal Controls and Remedial Action Taken or Proposed.  If there were none, so indicate.
D7.	Management Letters
Provide any management letters issued or other presentation materials issued to the company’s Audit Committee or Board of Directors regarding the company during the period since the previous statutory financial examination of the company.  If there were none, so indicate.

E.	PROCESS DOCUMENTATION
E1.	Sarbanes-Oxley Compliance
a) Indicate whether the company is in full compliance with the Sarbanes-Oxley Act of 2002, Section 404: Management Assessment of Internal Controls, or if such compliance is not required, so indicate.
b) If the company has documented its Sarbanes-Oxley compliance, indicate the name, title, telephone number and e-mail address of the individual(s) responsible for maintaining such documentation.
Section 302, Corporate Responsibility for Financial Reports, of the Sarbanes-Oxley Act requires principal officers to certify annual and quarterly reports.  These certifications should provide information regarding the internal control structure, changes to internal controls and possible concerns on material weaknesses or significant deficiencies.  If the company is required to comply with Sarbanes-Oxley guidelines, provide copies of the company’s Sarbanes-Oxley, Section 302 certifications.
Section 404, Management Assessment of Internal Controls, of the Sarbanes-Oxley Act requires annual reports to include an internal control report identifying management’s responsibility for establishing and maintaining an adequate internal control structure, a management assessment on the effectiveness of the internal control structure and an independent auditor attestation and opinion report on the assessment made by management.  If the company is required to comply with Section 404 of the Sarbanes-Oxley Act, provide a copy of management assessment as well as the independent auditor report.
c) Also, indicate the organizational level at which this documentation is prepared, and the extent to which this testing applied to the company.
E2.	Other Documentation/Model Audit Rule (“MAR”)
If the company is not required to comply with Sarbanes-Oxley, describe how the company’s management has documented its internal control structure and procedures for financial reporting, and provide such documentation.
If documentation does exist:
·  Indicate the name, title, telephone number and e-mail address of the individual(s) responsible for maintaining such documentation.  This may include documentation for Model Audit Rule compliance. 
· To what extent are internal control procedures written and current to safeguard the company’s assets?
Otherwise: 
If formal written documentation of control procedures does not exist, provide a list of the individuals (process owners) who can describe and discuss these informal controls.
E3.	Process Walk-Throughs
Provide the names, titles, telephone numbers and e-mail addresses of the primary contacts for each of the following functional areas.  (The areas listed below may not exactly reflect your company’s functional areas, and may not be all-inclusive.  Add functional areas that reflect your company’s structure, as appropriate):
· Policy Management (including Underwriting, Premium Billing/Collection, Producer Management and Commissions).
· Claim Management (including Claims Processing and Actuarial).
· Reinsurance.
· Treasury (including Investments and Cash Management).
· Financial Reporting.

F.	MONITORING PROCEDURES
F1.	Budgets
a) Describe the company’s procedures for developing and managing its annual budget and financial plan, how those plans relate to overall corporate goals and objectives, and how budget expectations are communicated to those affected.
b) Describe how estimates included in financial data and statements are supported by explanation and/or documentation, who performs the estimation process, and whether the person who performs the estimation is knowledgeable and independent.
c) Describe how the company’s financial performance and the status of its financial condition are periodically reviewed and/or compared to the plan, how variances between performance, the plan, and the prior year are explained by management and how often these analyses are performed.
d) Describe how management uses financial and other informational reporting to gauge its accomplishment of plan objectives and to maintain a controlled environment.  Indicate whether assessment is made of profitability; business growth; the investment of funds, including liquidity; direct expenses; and capital expenditures.
e) Indicate whether the company’s budgeting procedures cover all subsidiaries and/or departments.
F2.	Operating Analyses
a) Describe the company’s process for reporting and analyzing operating results and key financial data by major lines of business, profit center and/or subsidiary, and indicate the timing/regularity of such reporting.  Indicate whether these reports are prepared on a GAAP or STAT basis.
b) List the principal operating analyses used (e.g., line of business analyses, loss ratios, in-force and reserve amounts, investment yields) and describe the contents and frequency of their preparation.  Sample analyses may be attached instead of a schedule.  Indicate the areas/persons responsible for preparing and the recipients of these analyses.
F3.	Accounting Practices
a) To what extent are internal controls formally documented?
b) Are current year statements prepared on the same basis (i.e., key accounting principles, actuarial and pricing assumptions) as used in prior years? Explain any differences.
c) How does the company ensure that statements are prepared in accordance with state statutes and regulations?
F4.	Liquidity
The purpose of this section is to gather information on an insurer’s stress liquidity exposures and financial flexibility for coping with both expected and unexpected cash demands.  Reasonable groupings of like instruments should be used where specific asset and liability information is sought.  However, there should be sufficient delineation to identify material differences. There should be no material omissions in responding to these questions. The analysis should be done for the general account and for guaranteed separate accounts (if applicable) unless otherwise specified. The requests for quantitative information refer to Net Premium, which is direct premium minus ceded premium plus assumed premium in the aggregate. This section is intended for all insurers, with some questions specific to Life Companies only (#i–k).  

a) Does the company have a formal written liquidity plan?
· If yes, provide an overview, particularly as it relates to coping with stress conditions.
· If not, explain why a written liquidity plan is not necessary and describe the company’s liquidity policy, particularly as it relates to coping with stress conditions.
· What liquidity stress testing is performed, how often is this testing performed, and what are the most recent results?
· Describe how the company would respond to an immediate and material cash demand, such as one that could be triggered by a rating agency downgrade.
· Describe means of raising cash other than disinvestment, such as lines of credit and issuing commercial paper.  What restrictions, covenants, etc., limit the company’s ability to utilize these means?  State the reasons why any such lines of credit are expected to be reliable, e.g., by describing the terms and conditions under which they may be canceled by the lender.
· Describe any changes the company has implemented during the course of the most recent year to address stress liquidity (e.g., due to economic changes, changes in product mix or design, etc.).
b) With respect to reinsurance agreements, ceded or assumed:
· Describe and quantify all reinsurance arrangements that have potential material impact on the company’s liquidity exposure.  A definition of materiality should be included in your response.
· Describe and quantify all reinsurance arrangements that include rating downgrade “put” provisions.
c) Does the company hold assets or engage in investment activities that could result in liquidity risks that are not readily apparent through a review of financial reporting schedules? If so, please describe in detail, including the extent that such assets are relied upon to support demand liabilities.
d) For the following questions, “large cash demand” is defined as equal to or greater than 10% of company surplus and “institutional cash demand” is defined as cash value products of at least $10 million, under common control or ownership, for which the decision to access the cash is in a single person/entity.
· Can the total of the company’s potential large and institutional cash demands, if any, have a material impact on the company’s cash position (Treasuries are considered cash for this purpose)? A definition of materiality should be included in your response.  
· What impact can the potential capital losses from these demands have on the company’s capital and surplus?
e) Are any of the company’s assets pledged or encumbered for purposes other than to directly support its insurance liabilities (e.g., Federal Home Loan Bank (FHLB) loans, etc.)?
f) If yes, then please explain and also provide the amount of such assets.
· To what extent would such assets impair the company’s financial flexibility in a stress liquidity scenario?
· Describe all potential cash demands at the holding company level that can have a negative impact on the company’s liquidity position. 

Questions (g-j) pertain to Life and Fraternal Insurance operations only.  

g) Describe all general account guarantees associated with market value separate accounts of the company (For this purpose, "guarantees" means guarantees of principal, interest, performance indices, minimum benefits, or other arrangements where the company is liable for an amount greater than the market value of related separate account assets. Guarantees because of death or morbidity may be excluded).  What is the total liquidity exposure for each material guarantee as of the exam period?  The value of any such guarantee is that amount, as of the exam period, deliverable to contract holders in excess of the market value of the separate accounts.  A definition of materiality should be included in your response. 
h) Does the company have guaranteed investment contracts (GICs), funding agreements or similar instruments?  
· If yes, list the 10 largest (in terms of withdrawals) holders of GICs, funding arrangements or similar instruments and their total withdrawal value (only those with contract holder cash-out options at either book value or market value). Liabilities associated with a given holder should be aggregated. For each of the holders listed, include the holder name, amount held, scheduled maturity, whether the contract holder can move funds at book value, and the terms/conditions under which funds can be moved.
i) Does the company have corporate-owned life insurance (COLI) or bank-owned life insurance (BOLI) business?
· If yes, list the 10 largest (in terms of withdrawal value) holders of COLI and BOLI and their total withdrawal value. Liabilities with a given holder should be aggregated.

G.	FINANCIAL REPORTING
G1.	Accounting Standards
a) Indicate whether the same accounting and closing practices are followed at interim dates as at year-end, and whether current year statements are prepared on the same basis (i.e., key accounting principles, actuarial and pricing assumptions) as that used in the prior year.
b) Indicate the company’s procedures to ensure that its financial statements are prepared in accordance with state statutes, with the Statements of Statutory Accounting Principles (SSAPs), and Annual Statement Instructions promulgated by the National Association of Insurance Commissioners.
G2.	Financial Statements
a) Summarize the qualifications of key employees responsible for the preparation and issuance of financial statements.  Include names, titles, job responsibilities, background and number of years in present position.
b) Indicate whether financial statements are submitted at regular intervals to operating management, including the Audit Committee and the Board of Directors. 
G3.	Operations
How is access to accounting and financial records restricted to authorized personnel?
G4.	Investment Policy
a) Provide a copy of the company’s investment policy (including provisions for Other-Than-Temporary-Impairments) and indicate whether this policy is periodically reviewed and updated.
b) Indicate whether the company’s investment performance is periodically reviewed by/reported upon by management and approved by the Investment Committee and the Board of Directors.
c) Indicate where the company’s securities are kept, and whether they are kept with a non-discretionary custodian, and/or with a discretionary custodian.  A discretionary custodian may select the trustee with which the securities will be held, while a non-discretionary custodian must hold the securities with a specified trustee.  If with a discretionary custodian, indicate whether there is an approved list of investments.
d) Provide a copy of any Custodial Agreements and Investment Advisor Agreements to which the company is a party.
e) Explain how you are addressing the effect of the sub-prime mortgage issue on your investment portfolio.  If you have an estimate of the impact on your portfolio, provide it.
f) If applicable, describe the company’s exposure to derivative risk, including derivatives listed on Schedule DB and those not listed on Schedule DB.
G5.	Unrecorded Liabilities
Describe the company’s procedures for identifying liabilities to ensure that all liabilities are properly accrued and recorded.
G6.	Escheat
Describe the company’s procedures for identifying and complying with the various state’s escheat laws.


H.	REINSURANCE
H1.	Reinsurance Agreements
a) Describe the company’s requirement for formal review and approval of reinsurance agreements and material amendments, prior to execution, and indicate whether such approval is obtained from company officers and/or the Board of Directors.
b) Discuss any major changes in terms (e.g., commission, percent participation, limits or retentions) or conditions of contracts with significant management companies, agents or on reinsurance layers that have occurred since the previous examination.  Document in detail significant specific arrangements with agents, MGAs or others.
c) Describe the company’s methodology for determining whether all reinsurance agreements transfer insurance (timing and underwriting) risk.
d) Indicate whether there are any retroactive reinsurance coverages in effect, and if so, identify the specific contracts providing these coverages.
e) Does the company use a reinsurance intermediary manager or broker?  If so, please specify the name of the intermediary and provide a copy of the current agreement.
H2.	Regulatory Approval
Indicate how regulatory approval (where applicable) of reinsurance agreements is documented, and whether the documentation includes projections of the expected economic results and the accounting for the transactions.
H3.	Reporting
a) Describe how the company identifies and reports on the aging of reinsurance balances due.
b) Provide a list of reinsurance audits performed by either party during the period since the previous examination.
c) Identify any reinsurers with whom contract terms or balances are in dispute or arbitration.
d) Discuss how company management communicates an evaluation of the reinsurance plan’s effectiveness to the Board, and indicate whether such reporting is done on a periodic basis.
H4.	Assumed Reinsurance
a) With respect to reinsurance assumed, indicate whether ceding companies are required to submit appropriate periodic reports on the reinsured business, indicate the extent and frequency of these reports, and whether these periodic reports are compared to projections made at the date of the agreement and whether material deviations are investigated.
b) Describe your company’s procedures for periodically reviewing or inspecting ceding company records and changes therein (premiums, terminations, benefits or claims), the timing of such reviews and whether these reviews are performed as of the assumption date and periodically thereafter.
c) Indicate how the results of reinsurance agreements are monitored to permit timely cancellation of assumed reinsurance, and indicate who reviews and approves the economic viability of these decisions to cancel the treaties.
H5.	Ceded Reinsurance
a) With respect to reinsurance ceded, indicate whether the financial stability of assuming companies is periodically reviewed to ascertain whether such companies are solvent and have the ability to meet liabilities assumed under the reinsurance agreement, and indicate the frequency of these reviews.
b) Indicate how the results of reinsurance agreements are monitored to permit timely recapture of ceded premium, and indicate who reviews and approves the economic viability of these decisions to recapture or cancel the treaties.
c) To what extent and how often does company management report on the reinsurance plan and communicate an evaluation of the plan’s effectiveness to the Board of Directors?

I.	LEGAL AND REGULATORY REQUIREMENTS
I1.	Regulatory Compliance
a) Describe the procedures to assure that management is informed of changes in laws.
b) Indicate whether each of the following specific areas of company activities are regularly reviewed for compliance with regulatory requirements and if so, describe documentation procedures, indicate who is responsible for ensuring regulatory requirements are met, and indicate the frequency of reviews:
· Capital requirements and dividend restrictions.
· Transactions with employees, directors and officers.
· Permitted ratios of categories of qualified investments to statutory capital and/or surplus.
· Prohibitions or restrictions as to particular kinds of investments.
· Prescribed loan-to-value ratios for mortgage loans and similar credit-type investments.
· Policy form approval.
· Rate and rule filing approval.
· Treatment of policyholders in benefit settlement matters.
· Disposal of real estate acquired by foreclosure.
· Permitted non-insurance activities.
· Foreign operations.
· Statutory reporting requirements.
· Others not already discussed above.
c) State any government restrictions or regulatory requirements that pertain specifically to the company, including, but not limited to, any permitted practices.
I2.	Regulatory Reviews
a) Provide a list of any examinations or audits by regulatory or other government agencies, with their current status (completed or in progress).  Provide a list of findings for completed examinations/audits.
b) Discuss any Internal Revenue Service (IRS) revenue agent reports, deficiency assessments, and developments in IRS examinations in progress.
I3.	Contingent Liabilities
Disclose any lines of credit; loan restrictions and covenants; encumbrances and compensating balances and indicate whether the company complies with all debt covenants and other agreements.  Disclose any material contingent liabilities or commitments.
I4.	Legal Representatives
a) Provide the name, title, telephone number and e-mail address for company’s corporate counsel.
b) Provide the name and address for all of the company’s external legal advisors.

J.	INFORMATION SYSTEMS
For the questions below, provide the requested documentation and the name, title, telephone number and e-mail address of the individual who will be most able to discuss and clarify the information presented.
If a particular section does not apply to your company, give a brief explanation why it does not apply.  All responses should be in the form of a separate summary memorandum headed with the corresponding section label.  
Where possible, electronic responses are preferred.
J1.	Use of Information Technology
If the company does not process its business electronically, provide a narrative description explaining how the company’s business is processed.  The remainder of this section does not need to be completed.
If the company only processes business electronically on a stand-alone personal computer and does not use networking technology, provide a narrative description explaining how business is processed, including the type of application software being used.  The remainder of this section does not need to be completed.
J2.	Information Technology Governance
a) Provide the name, telephone number and e-mail address of the Chief Information Officer (CIO) or equivalent.
b) Provide specific detailed organizational charts for the company, or affiliates providing IT services, Information Technology Department and its various functional divisions (e.g., operations, programming, support services, etc.).  Show the reporting relationships of the Information Technology Department within the organization.
c) Provide an executive overview of your company’s IT strategic plans, including plans for e-commerce.
d) Provide an executive overview of your IT Steering Committee or other group, that establishes and directs IT policies and strategies, indicating the membership of the group and the frequency of their meetings.
e) Provide an overview of the Company’s ERM program, and associated touchpoints in relation to IT risks.
f) Describe the frequency, type and content of interaction with the board of directors regarding key IT risks, such as cybersecurity. 
J3.	Information Technology Infrastructure
a) Provide the name, telephone number and e-mail address of the Chief Technology Officer (CTO) or equivalent.
b) Provide a listing of the locations of all data-processing centers used by your company, whether owned by the company or by a third-party administrator that processes data for the company.
c) Provide a system-wide map or topography, showing all hardware platforms and network connections, indicating all internal and external access points.  In addition, complete a separate Systems Summary Grid for each platform (See Attachment 1).  A completed sample Systems Summary Grid is provided with this survey (See Attachment 2).
d) Provide a narrative explanation of the application-level interfaces (manual and automated) among the various programs/platforms (e.g., claims system feed into the accounting system).
e) Provide a list of any business or data-processing services/products provided by the company to any other entities, including affiliates, indicating the type of service provided, and a summary of the terms of the agreements (e.g., named parties, effective date, period and services covered).  Also, indicate if Service Level Agreements (SLAs) exist for these services.
f) Provide a list of any business or data-processing services performed by any other entities, including affiliates, on behalf of the company, such as third-party administrators (TPAs), managing general agents (MGAs), etc., indicating the type of service provided, and a summary of the terms of the agreements (e.g., named parties, effective date, period, location and services covered).  Also, indicate if SLAs exist for these services and if data stored at the TPA is comingled with other data sets or clearly segregated.
g) Describe whether the company is conducting any business through e-channels, indicating the type and volume of business and the date when it was implemented.  Note:  E-commerce methods of transmission may include voice recognition units (VRUs), the Internet, third-party extranets, and wireless and broadband communications media.

J4.	Information Technology Audits, Reviews and Risk Assessments
a) Provide the name, telephone number and e-mail address for the partner of your company’s independent CPA audit team and the internal audit director (or equivalent), if they exist.
b) Provide a list of any Information Technology audits/reviews performed within the last two years, including e-commerce areas, cybersecurity assessments and any IT related reviews of financial significant third-party vendors.  Include the dates, review subjects and who performed the audits/reviews (e.g., Internal Audit, CPA, SOC 1 Type II Reports, SOC for Cybersecurity reports, cyber self-assessment tools,  Sarbanes-Oxley, State Departments of Insurance, governmental agencies and/or any other contractor or affiliate that might have performed an audit/review.)
c) Arrange for a copy of the Information Technology work included in the most recent audit workpapers to be provided from the Company’s CPA firm.  The workpapers should be provided no later than the response date identified for the Information Technology Planning Questionnaire.
d) Provide all current assessments of the company’s IT risks, whether internally or externally conducted.
J5.	Information Systems Security
a) Provide the name, telephone number and e-mail address for the Chief Security Officer (CSO) or equivalent.
b) Provide a copy of your Information Technology Security Policy (or policies), including e-commerce.  If no formal written policy (or policies) exists, provide a detailed description of the security features in place and functioning at all levels, both physical and logical.  Include discussion of:
· Data confidentiality – discuss how data elements are classified and who determines which individuals/roles have access to data elements.
· Data Encryption – Discuss if confidential data is encrypted both at rest and in transit, including the process, method and level of encryption. 
· System and network access controls – discuss how access is controlled (network-level, server-level, application-level, or a combination), which directory services are used for network access, whether authentication servers are used, whether encryption is used across the network, etc.  Also, discuss any remote access controls, including VPN technology.
· Multi-Factor Authentication – Discuss the current use of multi-factor authentication including where it’s used, the type being used, and any plans for expanding its use.
· Anti-virus/Anti-malware – Discuss the anti-virus/anti-malware software, and patch management program in place including the systems used and the strategy for keeping these products.
· Security Logging & Monitoring – Discuss the process and tools used for logging and monitoring security events across network devices, servers, endpoints, systems and applications.  Also discuss how the company aggregates and correlates this information across the breadth of monitoring points.
· Intrusion Detection & Prevention – Discuss the program in place to detect and prevent intrusion into the company’s network and systems including the types of tools and technology being used.
· Vulnerability Management – Discuss the company’s vulnerability management program including the scope of coverage, tools and techniques, frequency of scanning, reporting of known vulnerabilities, remediation, etc
· Penetration Testing – Discuss the types and frequency of penetration testing and whether it’s conducted by internal employees or external firms.  Also discuss whether the company uses advanced techniques such as red and blue team exercises.
· Security Awareness Training – Discuss the security awareness training program required for all employees including how often it’s required and how participation is tracked.  Also discuss the contents of the training program and whether advanced techniques such as anti-phishing campaigns are conducted to reinforce the program.
· IT Asset Inventories – Discuss the inventory management program in place for physical devices, software and applications.
· Third–Party Vendor Management – Discuss the program to assess and address security risks posed by third-party service providers including the group(s) responsible risk ranking or tiering. 
· Data Loss Prevention – Discuss the program in place to detect and prevent protected information from leaving the company
c) Provide a description of the types of sensitive information that is maintained or accessed by the company (e.g. Social Security numbers, protected health information, personally identifiable information, etc.) and the approximate amount of records containing each type of information.  For each type of information, provide the number of outside vendors who have access to or maintain sensitive information. 
d) If applicable, provide a description of updates to the company’s controls and/or processes to ensure compliance with the General Data Protection Regulation (GDPR) or other applicable data protection requirements. 
J6.  Information Technology (IT) Security – Incident Response
a) Provide documentation of the response plan in place for cybersecurity incidents. (Note that this may be covered by the disaster recovery plan, but the plan provided should include consideration of IT-specific events.) 
b) Provide a listing of any instances in which company or policyholder information was or was likely to have been breached. Include the following information in the response provided:
· How the event was detected.
· Correlation of events and evaluation of threat/incident.
· Resolution of threat, or creation and escalation of an appropriate work order.
· Post-remediation analysis, including any resulting change in controls/operations to mitigate threat of event reoccurrence.
· Extent of involvement of senior levels of management.
· Extent of expenses (including legal claims to be incurred) as a result of the incident.
· Details on the information that was compromised (both in quantity of information breached and type of information that was breached).
J7.	System Development/Change Management
a) Provide the name, telephone number and e-mail address of the System Architect/Chief Software Engineer or equivalent.
b) Provide an executive overview of the company’s system development life cycle (SDLC) and change management methodologies and indicate whether the company uses internal personnel and/or external vendors to develop or change its systems or programs.  Include discussion of the process used when purchasing application solutions.
c) Provide the name, vendor, version number and platform for all change management/system development software, if utilized.
J8.	Business Continuity
a) Provide the name, telephone number and e-mail address of the individual responsible for maintaining, updating and testing the company’s business continuity and disaster recovery plans.
b) Provide a copy of your Information Technology Business Continuity and Information Technology Disaster Recovery Plans, including information on any contracts for alternate sites (i.e., named parties, site location, type of site, effective date and period covered).  Also, provide evidence of the last test results for the plans and management’s resolutions of any test discrepancies.
c) Provide a description of your company’s data and systems back-up strategy, including your records retention policy.
d) Provide a copy of the current business impact analysis. 
J9.	Financially Significant Systems
a) If the company uses multiple platforms/systems to process financial transactions, including, premium, claim, reinsurance, and investment transactions, include a reconciliation of amounts processed on each separate system to total dollar amount processed during the prior year.  Indicate whether the company anticipates any change in processing volumes during the current year.  
b) Identify and discuss other significant critical management reporting/operational systems, such as data warehouses, sales and marketing systems, communication systems, management dashboards and any other management information systems.
c) Discuss the accessibility and transferability of significant datasets; i.e., policy admin data, claims data, etc. Indicate whether data can be queried and transferred in the event of an audit, new storage service provider, or other event that would require data to be relocated. 

K.	ACTUARIAL
K1.	Actuarial Support
a) Provide the names, roles and credentials of key actuarial personnel that support the company’s pricing and reserving activities, including both internal and external support.  Include an organizational chart, if applicable.
b) Describe how actuaries support each the pricing function and the reserving function for your organization.
K2.	Underwriting/Pricing
a) Describe the process used by management to review pricing adequacy, including the frequency that pricing risk evaluations and/or rate level indications are performed.  If the frequency and the structure/type of the rate indications differ by product line and/or jurisdiction provide detail.  If frequency differs, how are studies prioritized?  
b) Provide your company’s price (rate) history for each line of business (and state, if applicable) for the last five years. Please include credit level history for the last five years for P/C lines.  For life insurers, provide a summary of significant changes in non-guaranteed elements for the last five years. 
c) Describe the price monitoring process and/or management reports and/or rate studies used to monitor pricing.  Provide sample copies of key monitoring reports and/or studies.
d) Describe how premium level changes, changes to non-guaranteed elements, and other management actions are considered in the loss and loss adjustment expense reserves and/or asset adequacy analysis of the reserves.  How are pricing changes implemented; specifically who recommends specific actions to taken and who makes the final decision for the pricing strategy to be implemented? 
K3.	New Products and Competition
a) Describe the process for developing new products and indicate which operational areas are involved with the process.
b) Since the “as of” date of the company’s last examination, describe any new products offered by the company and/or expansion of current products into new states/territories.
c) What operational areas of the company are involved in the development of new products?  Who makes the final decision on whether or not a new product is to be rolled out?
d) Describe the process for monitoring competitors’ products (rates and rules) and pricing, including how that information is communicated to senior management.
e) Identify your major competitors by product and/or line of business and state, if applicable.
K4.	Reserving
a) Describe the company’s overall reserving philosophy.  If available, provide a copy of the company’s reserving policy.  Explain the Board of Directors’ involvement with establishment and monitoring of this policy.  Has the reserving philosophy changed over the most recent five years?  For life insurers, please comment only to the extent reserves exceed required formulaic minimums.
b) Describe how management agrees upon the best estimate of loss and loss adjustment expense (“LAE”) reserves or active life reserves, claim reserves, and LAE reserves carried on the financial statement, including how the Appointed Actuary’s reserve calculations or recommendations are considered by management.
c) If the company’s carried loss and LAE reserves are not based upon the Appointed Actuary’s analysis, provide a copy of the analysis supporting the carried loss and LAE reserves reported in the most recent Annual Statement.
d) Indicate the frequency that reserve valuations (or analyses) are undertaken by the company and the “as of” date(s) used.  Note whether certain reserve types, such as IBNR reserves, are valued less frequently. If the type of reserve evaluations differ from one evaluation date to another, provide detail.
e) Explain key reports used by management for purposes of monitoring the adequacy of all actuarial reserves and related items.  Provide copies of any key reports provided to management. 
f) Provide the name, title, company/firm, and qualifications of the person who presents the report to the Board of Directors on the items within the scope of the Annual Statement of Actuarial Opinion. and for property casualty insurers, the supporting Actuarial Report to the Board of Directors.
g) Explain the company’s process for communicating significant changes in underwriting, experience study results, legal environment, case reserving, and/or claims processing procedures or backlog to the company’s reserving unit and Appointed Actuary.  Provide documentation of communications for such significant changes.
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Systems Summary Grid

For each primary hardware platform, list the application software products used in each of the insurance business cycles.

	Hardware Platform (manufacturer/model)
	

	Operating System*
	

	Access Control Software**
	

	Program Management Software
	

	Database Management Software
	

	Hardware Location
	

	Business User Location(s)
	

	Individual Responsible
	

	Process/Application
	Product Name and Version
	Software Source:
Developed Internally
Purchased – Not Modified
Purchased – Customized
Outsourced/Service Center
	Developer/Vendor
	Application Support: 
Internal/External
(Provider Name)
	Date of Initial
Implementation
	Date of Last
Significant Update
	Is the data stored in an accessible and readily transferable format? (Y/N/NA)

	Policy Management (including premium-transaction processing and policy record management)
	
	
	
	
	
	
	

	Claim Management (including claim-transaction processing and record management, and reserving)
	
	
	
	
	
	
	

	Financial Reporting (general ledger and accounting)
	
	
	
	
	
	
	N/A

	Investment and Fund Management (including investment-transaction processing and record management)
	
	
	
	
	
	
	N/A

	Reinsurance Management
	
	
	
	
	
	
	

	Producer Management (including commissions-transaction processing and agent record management)
	
	
	
	
	
	
	

	Data Warehouse / Data Mart
	
	
	
	
	
	
	



NOTE:	Make as many copies as necessary to represent every primary hardware platform being used. These might include mainframe, minicomputer and/or network server systems. Additional financially significant applications should be inserted as needed.

* e.g., z/OS, z/VM, Clearpath, OS/400, i5/OS, Windows Server 20XX, Open Enterprise Server, Linux, Unix, AIX, Open Solaris, etc.
**e.g., RACF, Top Secret, ACF2, BSafe, Active Directory, eDirectory, Solaris.

Systems Summary Grid — Sample
For each primary hardware platform, list the application software products used in each of the insurance business cycles.

	Hardware Platform (manufacturer/model)
	IBM AS/400 Model 840

	Operating System
	OS/400 v4r3

	Access Control Software
	OS/400 and Client Access/400

	Program Management Software
	Job Scheduler for AS/400

	Database Management Software
	DB2 Universal Database for AS/400

	Hardware Location
	Company’s home office

	Business User Location(s)
	Company’s home office

	Individual Responsible
	John Smith, VP - Underwriting

	Process/Application
	Product Name and Version
	Software Source:
Developed Internally
Purchased – Not modified
Purchased – Customized
Outsourced/Service Center
	Developer/Vendor

	Application Support:
Internal / External (Provider Name)

	Date of Initial
Implementation
	Date of Last
Significant Update
	Is the data stored in an accessible and readily transferable format? (Y/N/NA)

	Policy Management (including premium-transaction processing and policy record management)
	PMS v6r2
	Developed internally
	By company, using Cobol, C++
	Internal
	09/1987
	10/1999
	Y

	Claim Management (including claim-transaction processing and record management, and reserving)
	Not on this platform
	
	
	
	
	
	N/A

	Financial Reporting (general ledger and accounting)
	Not on this platform
	
	
	
	
	
	N/A

	Investment and Fund Management (including investment-transaction processing and record management)
	Not on this platform
	
	
	
	
	
	N/A

	Reinsurance Management
	Not on this platform
	
	
	
	
	
	N/A

	Producer Management (including commissions-transaction processing and agent record management)
	PMS v6r2
	Developed internally
	
	Internal
	09/1987
	10/1999
	Y

	Data Warehouse / Data Mart
	Oracle Database
	Developed internally
	
	Internal
	09/1987
	10/1999
	Y
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